The control of EPS includes monitoring, forecasting and planning of the system operation based on its state estimation. Therefore, it is extremely important to obtain accurate estimates of the state variables in both favorable and critical situations that arise due to cyberattacks. The paper gives an analysis of possible cyberattacks on SCADA system and WAMS. We propose an algorithm for EPS state estimation based on interior point method. It provides the required accuracy of solving at the event of various adverse factors, including cyberattacks.
Introduction
Today electric power system (EPS) are developing in accordance with the concept of Smart Grid, defined in Russia as an intelligent electric power system. Of great importance is the introduction of systems for Wide-Area Monitoring Systems (WAMS) and the EPS control based on modern intelligent information and communication technologies, tools and technologies for measuring, transmitting, processing and presenting information [1] . The use of information and computing facilities in the information-communication infrastructure of EPS is increasing, which increases the vulnerability of EPS to cyberattacks. Therefore, for the reliable operation of EPS, its control should take into account emerging cyber threats that affect the quality of information on operating conditions. The EPS operational and emergency control is performed using the current operating parameters obtained from state estimation based on the measurements coming from the SCADA and WAMS.
In the case of successful cyberattacks on the SCADA and WAMS, data from measuring devices may be lost, and measurements may contain errors that are not detected by traditional state estimation procedure.
The paper proposes a solution to the EPS state estimation problem based on the interior point method (IPM). Interval formulation of the state estimation problem takes into account not only the network laws (steady-state equations), but also the permissible technological limits of variation in operating parameters (constraints-inequalities).
The proposed approach to solving the state estimation problem makes it possible to obtain estimates of unmeasured variables in the case of a failure of measuring devices and to detect serious errors in measurements in case of cyberattacks on measuring systems.
Cyber-security of EPS control system

Structure of EPS control system in Russia
The research into cyber security of electric power system is focused on two subsystems -informationcommunication control and controlled (physical) subsystems. The information-communication control subsystem includes the systems of SCADA/EMS, WAMS, WAPS (Wide Area Protection Systems), and WACS (Wide Area Control Systems). The controlled subsystems are represented by the objects of control (electric power plants, substations, transmission and distribution networks).
The SCADA/EMS systems, designed to support the actions of the operator in the operational and emergency control of EPS, include: remote terminal units (RTU), installed at substations of EPS and intended to record telesignals about the status of switching equipment and measurements of operating parameters; communications channel; Master Terminal Unit (MTU), which provides Human Machine Interface (HMI) between the Engineering Work Station (EWS) and System.
Russian analog of WAMS is the System for Transient Conditions Monitoring. It includes recorders of synchronized phasor measurements (PMU data), phasor data concentrators (PDC), dispatch control at all levels (central (CDC), interregional (IDC) and regional (RDC)), channels for data transfer between the recorders, data concentrators and dispatch control centers of JSC "SO of UES", and facilities for processing the obtained information. WAMS measurements are synchronized using global navigation satellite systems (GNSS), including GPS and GLONASS. Signals from GNSS are received by time server (TS) intended for the generation of accurate time signals and further synchronization of phasor measurement units [2, 3] .
A hierarchical structure of control system in Russia is presented in Fig.1 . The functional components of the control system are a time synchronization subsystem, a measurement subsystem, a data transfer subsystem, and a data processing subsystem.
Possible cyberattacks on EPS control system
An analysis in [4] [5] [6] [7] [8] shows that most cyberattacks are targeted at subsystems of control system:
Reconnaissance attacks allow an attacker to determine weak places and potential targets in the subsystems of data measurements and processing. The targets can represent the determination of IP-addresses of connected PMU, RTU, PDC and MTU. Such information can be used to carry out future False data injection attacks and Denial of service attacks. In the subsystem of data transfer there can be scanning of network, transfer protocols of the network, analysis of network traffic.
False data injection attacks are aimed at breaking integrity, availability and validity of data or operability of the system. Such attacks can be implemented through the false data injection into RTU/PMU, as well as against a PDC that receives synchronized data streams from multiple PMUs and generates a single output stream. This makes the PDC an ideal target for intrusion, to then manipulate a large number of synchronized measurements.
Denial of service attacks (DOS-attacks) are aimed at availability. Denial of service may stop transmitting measurements from the PMU or RTU to control centers, the transmission of control actions, or both. In addition, when performing a denial of service attack, the PMU, PDC and super-PDC of the WAMS or RTU, MTU can stop working, which may result in loss of system observability.
Replay attacks allow attackers to intercept and save data streams for their retransmission and manipulation, and to input false control signals into the system. Successful attacks can cause physical damage to the system.
The main goal of jamming attack is to jam data transmission subsystem by interference signals for disruption of communication between the components of the SCADA and WAMS systems.
Attacks aimed at GNSS are called time synchronization attacks. These include spoofing attacks. Here, the attacker can manipulate time-stamped measurements, which can lead to improper control actions. In such attacks, a GPS signal is forged so that the PMU measurements are sampled with delay, which leads to PMU measurements with incorrect time stamps.
In addition, successful attacks affect the functional capabilities of the EPS control, i.e. operation scheduling, forecasting, monitoring, EPS state estimation, etc. Therefore, it is necessary to develop and upgrade the methods for solving the problems of control that ensure reliable operation of electric power systems under cyber intrusions
The most vulnerable are SCADA and WAMS measuring devices, because their work can be influenced by cyberattacks conducted in all control subsystems, and, as analysis indicates, especially DOSattacks.
DOS-attacks on the SCADA system and WAMS
In [8] three categories of DOS-attacks on measuring devices are described:
 bandwidth consumption  resource starvation  programming flaws.
The techniques and ways to successfully conduct DOS-attacks are presented in Tables 1-3 . Figures are to be inserted in the text nearest their first The DOS attacks cause delays in the receipt of data from measuring devices, data loss, or RTU / PMU may stop responding to MTU / PDC requests.
In [8] , the authors propose the measures to prevent cyber invasions into control systems: data encryption, restriction of network access by means of firewalls, protection of the operating system, etc.
From a functional point of view, as noted above, successful cyberattacks affect the quality of EPS operation and the accuracy of solutions to control problems. This paper considers the problem of EPS state estimation.
State Estimation based on SCADA system and WAMS data
The 
Constraints in the state estimation problem
In the general case, when solving the problem of state estimation, it is necessary to take into account several types of constraints. 1. Equality constraints. The estimates of the measured y and unmeasured z state variables should satisfy the steady state equations (2). 2. Inequality constraints. The estimated values of some state variables obtained during the state estimation must be within certain technological limits. Thus, generation of active and reactive power at nodes should be within the limits determined by the power generation schedule; for power flows in transformers and lines, the limits determined by line transfer capability can be assigned; at load nodes it is necessary to provide correct direction (sign) of the nodal injection, etc. Therefore, when solving the state estimation problem, in addition to the equality constraints, it is also necessary to take into account inequality constraints given for both measured y : It is worth noting that the information on constraints and their consideration when solving state estimation problem is extremely useful: it allows us a priori to reveal serious error in measurements; the limiting values of reactive power generation can be used as pseudo-measurements at unobservable nodes; the constraints contain reliable information about physically possible technological limits of equipment. Therefore, their consideration makes it possible to improve the quality of estimates and obtain a solution reflecting the physical state of the EPS. It is especially important to use them in the light of emerging trends of growing cyber threats and cyberattacks on the control systems of EPS, which contributes to the corruption and loss of measurement information.
In such cases, the state estimation problem can be solved by the interior point method [10] [11] [12] , that takes into account not only the constraints (2) [9] , (4) [13, 14] , but also the constraints (5) in case of information loss due to cyberattacks.
The interior point method
The problem can be formulated as follows:
Minimize ( 
In stage 1, the vectors
are the solution to the auxiliary problem , min ) (
where ) (k r is residual vector at the k -th iteration.
Square weighted coefficients
The problem is solved by Lagrange multiplier method. Proceeding from the optimality conditions, we express , ,
where u is Lagrange multipliers vector. Substituting (7) into (6), we obtain a system of linear equations with respect to u ,
Find vector u , proceeding from (8) 
Using the Lagrange multiplier method, we obtain
The step value is determined by the rule }, , 1 min{
The iterative transition is carried out according to the rules (5) .
The stopping criterion is the satisfaction of the condition:
, 2
it is assumed that the optimal solution is obtained [11] .
Example
To demonstrate the proposed approach, we considered the IEEE 14-bus test system (Fig. 2) . Suppose that a DOS-attack on the SCADA system resulted in a failure of RTU at the second node and a loss of measurements: 
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Thus, the proposed approach allows us to find estimates not only of the measured variables, but also unmeasured, in contrast to the traditional methods of state estimation, in the use of which it is necessary to calculate them.
Conclusions
1. The paper provides an analysis of cyberattacks on the SCADA system and WAMS. Particular attention is paid to DOS-attacks, as they may lead to a failure of measuring and processing devices. Thus, the completeness and reliability of data streams on operating parameters is reduced. 2. An algorithm for EPS state estimation based on the method of interior point method is proposed. The algorithm makes it possible to obtain the estimates of measurements in case of their loss.
